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More Details

More details in the paper
e New Meltdown variants
e Spectre mistraining strategies
e Defense categorization and performance analysis
e Gadget classification and prevalence analysis
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CPU Stalling Behavior
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More Details

More details in the paper
e Echoload from and on SGX
e Meltdown in JavaScript on 32-bit Systems
e FLARE for Kernel modules, vmalloc, ...
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Kernel Self-Protection Project

The “seccomp” system provides an opt-in feature made available to userspace, which
provides a way to reduce the number of kernel entry points available to a running
process. This limits the breadth of kernel code that can be reached, possibly reducing

the availability of a given bug to an attack.

Claudio Canella



Seccomp Limitations

Effort

Claudio Canella



Seccomp Limitations

Effort TOCTOU

Claudio Canella



Seccomp Limitations

Effort TOCTOU Stateless

Claudio Canella



Seccomp Limitations

&

Effort Stateless

Claudio Canella



Automating Seccomp Filter Generation for Linux

Applications

Claudio Canella Mario Werner
Graz University of Technology Graz University of Technology
Daniel Gruss Michael Schwarz

Graz University of Technology CISPA Helmbholtz Center for Information Security



Chestnut

P1: Static Analysis

Claudio Canella



Chestnut

P1: Static Analysis

Source

Claudio Canella



Chestnut

P1: Static Analysis

AN
Source
—

Analyzer

Source

Claudio Canella



Chestnut

P1: Static Analysis

AN
Source
—
Analyzer NS
Source &

Annotated

Binary
File(s)

Claudio Canella



Chestnut

P1: Static Analysis

AN
Source
—
Analyzer NS
Source &

Annotated

N Binary
File(s)

Binary

Claudio Canella



Chestnut

P1: Static Analysis

AN
Source
—
Analyzer NS
Source &

Annotated

N . Binary
Binary File(s)
—>

Analyzer

Binary

Claudio Canella



Chestnut

P1: Static Analysis P2: Dynamic Refinement

AN
Source
—
Analyzer NS
Source &

Annotated

N . Binary
Binary File(s)
—>

Analyzer

Binary

Claudio Canella



Chestnut

P1: Static Analysis P2: Dynamic Refinement

AN
Source
—
Analyzer NS
Source &

Dynamic
Annotated Analyzer
N . Binary
% Binary File(s)
—>
Analyzer
Binary

Claudio Canella



Chestnut

P1: Static Analysis P2: Dynamic Refinement

AN
Source
—
Analyzer 1i 1i
Source & @

Dynamic
Annotated Analyzer Annotated
N Binary Binary
Binary File(s) File(s)
Analyzer

Binary

Claudio Canella



Security Evaluation
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More Details

More details in the paper
e |Implementation details
e Information on overapproximation
e Detailed evaluation
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State Machine Analysis
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mutool 53 32.26
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Return-Oriented Programming
e uses exisiting code to exploit a program
e jumps to parts of functions (gadgets)
e chains gadgets together for an exploit
SFIP restricts ROP chains via
e syscall transitions — not every sequence is possible
e syscall origins — not every location is valid

Conclusion

SFIP imposes more significant constraints on control-flow-hijacking
attacks than seccomp
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More Details

More details in the paper
e Implementation details
e Extensive security discussion
e Mimicry attacks
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Contributions

e Deepened understanding of transient-execution attacks
ﬂ - — Found new attack variants
| — Proposed widely-adopted naming scheme
— Highlighted insufficient defenses

e Hardened kernel against microarchitectural KASLR breaks
e Reduced the exposed attack surface of the kernel

— Automated Seccomp
— Syscall-Flow-Integrity Protection
— Enabled complex argument checks
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