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\ 1 P e Optimization during transient execution
— — e Failures not visible architecturally
’ i S e Store-to-Leak relies on correct matching

Only stores to valid addresses are forwarded
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Echoload www.tugraz.at

o e Can we use the hardware-based mitigations for an attack?
o e Echoload: fast and reliable KASLR break

e Encodes the returned value in the cache
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Performance of EcholLoad www.tugraz.at

CPU Speculation  TSX Segfault
i7-6700K Time (F-Score) 63ps (0.999) 48pus (1.000) 133ps (1.000)
i9-9900K Time (F-Score) 33ps (1.000) 29ps (1.000) 86ps (1.000)

Xeon Silver 4208 Time (F-Score) 51ps (0.994) 40ps (1.000) 127ps (1.000)
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Performance of EcholLoad www.tugraz.at

CPU Speculation  TSX Segfault
i7-6700K Time (F-Score) 63ps (0.999) 48pus (1.000) 133ps (1.000)
i9-9900K Time (F-Score) 33ps (1.000) 29ps (1.000) 86ps (1.000)

Xeon Silver 4208 Time (F-Score) 51ps (0.994) 40ps (1.000) 127ps (1.000)

e Works in SGX and JavaScript
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Timing difference
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Commonalities of Previous Microarchitectural Attacks www.tugraz.at

Timing difference
e between mapped and unmapped pages
e for different page sizes

e between executable and non-executable pages
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code & data

Ooxffff ££££f 8000 0000 Oxffff ffff bfff ff£f

Current Linux design
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Fake Load Address REsponse (FLARE) www.tugraz.at

code & data

Ooxffff ££££f 8000 0000 Oxffff ffff bfff ff£f

Step 1: Mitigating difference between mapped and unmapped pages
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Fake Load Address REsponse (FLARE) www.tugraz.at

Executable Non-Executable

code data

Ooxffff ££££f 8000 0000 Oxffff ffff bfff ff£f
Oxffff ££££f a000 0000

Step 2: Mitigating difference between executable and non-executable pages

Claudio Canella (@ccOx1f), Lukas Giner (@redrabbyte)
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mem [ ]

_____________
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— with FLARE - without FLARE
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—with FLARE - without FLARE
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—— with FLARE - without FLARE
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Data Bounce [Sch+19]
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—— with FLARE e without FLARE
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—with FLARE - without FLARE
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—— with FLARE - without FLARE
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You can find our proof-of-concept implementation of FLARE on:

e https://github.com/IAIK/FLARE

Claudio Canella (@ccOx1f), Lukas Giner (@redrabbyte)
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e Optimizations introduce security problems
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Conclusion www.tugraz.at

e Optimizations introduce security problems
e Mitigations can overlook edge-cases

e Once again requires software workaround

Claudio Canella (@ccOx1f), Lukas Giner (@redrabbyte)



Store-to-Leak Forwarding
There and Back Again
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